Security and Emergency Operations
Executive Budget Summary

Mission
Provide domestic Nuclear Safeguards and Security for the protection of nuclear wegpons, nuclear materials,
nuclear facilities, and classified and unclassfied information; againg theft, sabotage, espionage, terrorist
activities, or any loss or unauthorized disclosure that could endanger our Nationa Security or disrupt
operations. Cyber Security provides policy, planning, and technica development, to ensure cong stent
standards and requirements are implemented for the protection of classified and unclassified information used or
stored on Departmentd systems. Foreign Visits and Assignments provides a centraized focus to track and
andyze the details of dl foreign visits and assgnments for al DOE facilities to ensure that these vists and
assgnments are conducted in a secure manner. Physical Security provides cost-effective plans, policies, and
technica solutions required to protect the Department’ s critical assets with an R& D emphasis on nuclear,
biologica, and chemica weapons protection and detection equipment and training. Plutonium, Uranium, and
Soecial Materials Inventory maintains redl-time, rdiable, and complete information on DOE nuclear materias
that are subject to special control and accounting procedures. Critical Infrastructure Protection ensuresthe
viability of the energy sector infrastructure nationwide. Classification/Declassification providesthe

appropriate level of classfication of information to help ensure its protection with an emphasison
declassfication of previoudy classified documents for grester public access.

Conduct Security Investigations in the form of background investigations to provide appropriate security
clearances. Thisensures that DOE Federd and contractor personne who, in the performance of their officia
duties, have the gppropriate level of authorizations for Redtricted Data, Nationa Security Information, or
gpecid nuclear materids.

Provide a Corporate Management Information Program (CMIP), which is the Department’ s corporate
investment initiative to replace outdated corporate information systems. CMIP provides a managed, disciplined,
and cost-effective way to modernize DOE corporate business systems in a coordinated manner which uses new
and emerging technologies and practices under the direction of the Department’ s Chief Information Officer.

Support Program Direction for all Federa personnd and other contractua support required at DOE
Headquarters, and one field office to carry out the program’ s mission in a cost effective and efficient manner.
The budget request specificaly reflects the support of the Chief Information Officer, Security Affairs, Critica
Infrastructure Protection, Resource Management, and the Office of the Director.
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Program Overview

The Office of Security and Emergency Operations (SO) is charged with developing the policies that govern the
protection of nationa security and other assets entrusted to the Department of Energy. SO adso provides
safeguards and security training and field assistance to Departmentd facilities to ensure the ability to efficiently
and effectively implement Departmentd policy. The Department established the Office of Security and
Emergency Operations to work with the Secretary of Energy to implement a comprehensive plan that gives
DOE the tools and authority to correct ingtitutiona problems and protect America s nuclear secrets. This
program supports the National Nuclear Security General Goal in the Department’ s September 2000
Srategic Plan: Enhance national security through military application of nuclear technology and
reduce the global danger from weapons of mass destruction.

Program History

In past decades, safeguards and security (S&S) within DOE, and its predecessor organizations functioned with
abundant resources, festuring uncompromising risk-avoidance, in-depth and layered defense, and redundant
Security services. The program was well-funded and labor intensive, with strong administrative controls. In the
early 1990's with the end of the Cold War and advent of magjor arms reduction agreements, DOE redigned its
priorities. The contemplated future wegpons complex would be potentidly smdler, less diverse, and less
expengveto operate. A criticad dement of this“downsizing” was to be the maximum consolidation of specid
nuclear materid (SNM) at the minimum number of secure locations. The Department’ s redirected nationd
Security mission concentrated on nonproliferation, safe dismantlement of nuclear wegpons and secure
maintenance of the stockpile in the absence of underground nuclesr testing. Accordingly, the DOE S& S
program changed significantly, but it did not keep pace with other dynamic developmentsin the direction of the
rest of the Department.

Over the years, the Department’ s focus on security became diminished. There was no one office accountable
for DOE critica security requirements, and individua accountability decreased. This organizationa lack of
focus led to a deterioration of security awareness and education. Employees and contractors were not
continually made aware of their persona security responsibilities. Cyber security practices were not keeping
pace with the threats posed by increased computer hacking and cyber terrorism; and there was a gradual
erosion of resources required to improve cyber capabilities. Cases of inadequate protection practices were
highlighted in more than 20 security reports, studies, and evauations during the last decade. The Secretary
directed an abrupt end to this unacceptable Situation.

In May 1999, a Security Reform Package proposed the most sweeping reform of security programsin the
Department’s history. This comprehensive plan involved the crestion of the Office of Security and Emergency
Operations (SO), the enhancement of the Office of Counterintelligence, and the elevation and revitalization of
the Office of Independent Oversight and Performance Assurance.
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The SO Office was established in July 1999, and incorporated a Sngle cyber security organization under the
direction of the Chief Information Officer. A new Office of Plutonium, Uranium, and Specid Materids
Inventory was established with respongbility for maintaining red-time, reliable and complete information on
DOE nuclear materials subject to specia control and accounting procedures. This Office serves asthe
Department’ s primary source for reliable inventory information on those DOE nuclear materids. An Office of
Foreign Vidts and Assignments was formed to centrdize tracking and andyss of dl foreign vistsand
assgnments for dl DOE facilities to ensure that these are conducted in a secure manner. A new Office of
Critica Infrastructure Protection was aso established in October 1999 to address energy infrastructure security
requirements.

Objective

Ensure that the Department’ s nuclear wegpons, materids, facilities, and information assets are secure through
effective safeguards and security policy, implementation, and oversght.

Performance Goals

Goal 1: Prevent the theft, loss or unauthorized use of nuclear weapons, nuclear wegpon components,
gpecid nuclear materids aswdl as classfied and unclassfied information and assats.

Goal 2: Reduce DOE site vulnerability and risk and national energy emergency vulnerabilities.

Goal 3: Direct fund DOE safeguards and security cogts to facilitate improvementsin planning,

management, direction, tracking, and monitoring of the safeguards and security program.

Strategies

# Goal 1, Strategy 1 Deveop and implement cost-effective plans, policies, and technica solutions
required to protect the Department’ s critical assets, which include nuclear wegponsin DOE custody,
nuclear wegpons components, specid nuclear materids, classfied information and DOE facilities
againg a spectrum of thresats, including terrorist activity, sabotage, espionage, theft, diversion, loss or
unauthorized use.

# Goal 1, Strategy 2 Maintan inventory control of plutonium (Pu) and Highly Enriched Uranium
(HEV).

# Goal 1, Strategy 3 Effectively maintain information on vists and assgnments by foreign nationas to
DOE Federa and contractor Sites.
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# Goal 1, Strategy 4 Audit documents declassified by DOE and other agencies to ensure that nuclear
wegpon design information is not inadvertently released, and review DOE information to classify that
which warrants protection in the interest of nationd security and declassify that which does not warrant
such protection.

# Goal 1, Strategy 5 Continuoudy oversee and measure the effectiveness of on-going S& S programs
and their ability to prevent unacceptable threats from occurring.

# Goal 1, Strategy 6 Provide domestic technology and systems development to ensure the availability
of date-of-the-art technica capabilities for accountability and control of nuclear materid; storage of
specid nuclear materids; protection of sengitive DOE facilities and nationa security interests, including
classfied matter.

# Goal 1, Strategy 7 Protect DOE nuclear facilities, employees and the environment by providing a
counter terrorist cgpability to detect and assess adversaria use of nuclear, chemical, or biologica
weapons of mass destruction.

# Goal 1, Strategy 8 Develop and implement a comprehensive cyber security program that implements
risk-based palicies; provides comprehensive cyber security education, awvareness, and training;
implements capabiilities a al stesfor cyber incident response, basdline architecture, cyber intruson
detection and reporting, and public key architecture; and provides tools to diminate cyber security
vulnerabilities.

# Goal 1, Strategy 9 Maintain personnel security and security investigations programs to meet the
Department’ s requirements for cleared personnel who require access authorizations for Restricted
Data, Nationd Security Information, or specid nuclear materias.

# Goal 2, Strategy 1 Work with energy infrastructure stakeholders to design and develop technica
methodol ogies to enhance the protection of critical infrastructure assets.

# Goal 2, Strategy 2 Reduce DOE facilities vulnerability to chemica and biologicd thrests through
sensor and protective equipment evauations.

# Goal 2, Strategy 3 Conduct education and training programs that will ensure up-to-date training of
protective force personnd and technical S& S Steff.

# Goal 3, Strategy 1 Strengthen the ability to manage S& S as an activity with a specificdly identified
budget and the ability to enhance awareness of S& S issues throughout the National Nuclear Security
Adminigration and the DOE complex.

Performance M easur es

# Goal 1, Strategy 1, Performance Measure 1 Modernize the information security program to
andyze and deter mgor incidents involving the compromise of dassified information.
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Goal 1, Strategy 1, Performance Measure 2 Support the establishment of an Integrated
Safeguards and Security Management program through issuance of policy and guiddines.

Goal 1, Strategy 1, Performance Measure 3 Enhance the Department’ s protective force
capabilities to meet the current and future spectrum of threats.

Goal 1, Strategy 1, Performance Measure 4 Address enhanced protection measures for the most
critical nuclear weapon design information and test the effectiveness of protective forcesand S& S
systems on arecurring basis.

Goal 1, Strategy 1, Performance Measure 5 Implement arevised DOE protective force order
which addresses planning, training, and exercisesto prepare for awegpon of mass destruction event.

Goal 1, Strategy 2, Performance Measure 1 Maintain basgline measurement uncertainty
information on Pu and HEU inventories and identify where accountability information is inadequete.

Goal 1, Strategy 2, Performance Measure 2 Upgrade the Nuclear Materials Management and
Safeguards System.

Goal 1, Strategy 3, Performance Measure 1 Provide an effective system for tracking and managing
foreign vidts at DOE facilities that supports rapidly changing and growing nationa security needs.

Goal 1, Strategy 4, Performance Measure 1 Continue the classfication guidance sreamlining
initiative, issuing additiona guidesin the streamlined format.

Goal 1, Strategy 5, Performance Measure 1 Identify the need for S& S enhancements through the
use of on-site evauations and review of Ste S& S plans.

Goal 1, Strategy 6, Performance Measure 1 Modify current or develop new technologies for S& S
applications to reduce the backlog of documented and validated field user needs by about 40%.

Goal 1, Strategy 7, Performance Measure 1 Review the development and implementation of
countermeasures designed to mitigate the effectiveness of nuclear, biologica, and chemica weapons of
mass destruction events.

Goal 1, Strategy 8, Performance Measure 1 Implement the Cyber Security Program Action Plan.

Goal 1, Strategy 8, Performance Measure 2 Implement cyber security architecture upgrades
across the DOE complex.

Goal 1, Strategy 8, Performance Measure 3 Provide cyber security education, training, and
awareness for individuals responsible for implementing cyber security and protective measures.

Goal 1, Strategy 8, Performance Measure 4 Maintain a centralized incident response capability to
provide incident analysis of cyber intrusions and atempted intrusions, and warning capability for dl
DOE stes.
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# Goal 1, Strategy 9, Performance Measure 1 Ensure the timely and efficient processing of
approximately 25,000 personnd security investigations needed for initia access authorizations and
reinvestigations for the DOE complex.

# Goal 1, Strategy 9, Performance Measure 2 Review the types and numbers of investigations to
ensure consgstency with DOE misson changes, congdering heightened security requirements.

# Goal 1, Strategy 9, Performance Measure 3 Ensure that the qudity of an investigative product is
aufficient for DOE security needs.

# Goal 2, Strategy 1, Performance Measure 1 Work with the national energy sector toward
deve oping the capability for assuring the nation’s energy infrastructures, including identifying the
physical and cyber vulnerabilities and interdependencies of the dectric power, oil, and gas
infrastructures.

# Goal 2, Strategy 1, Performance Measure 2 Develop and identify DOE technologies and
gpproaches that can help assure our nation’ s critica energy infrastructures and facilitate their use by the
private sector and other Federa agencies.

# Goal 2, Strategy 2, Performance Measure 1 Demonstrate improved counter-terrorism response
capability to the use of Wegpons of Mass Destruction through interagency exercises and training.

# Goal 2, Strategy 3, Performance Measure 1 Conduct 175 S& Straining courses at the
Nonproliferation and Nationa Security Ingtitute with gpproximately 200 iterations.

# Goal 3, Strategy 1, Performance Measure 1 Annudly review the efficiency of S& S resources.

Significant Accomplishments and Program Shifts

# Issuance of a“Zero Tolerance” policy with regard to security violations. This policy provides clear
guidance on persona accountability for protecting classified and other sengtive materias and ensures
accountability of performance in DOE’ s management contracts of itsfield Sites.

# Developed 42 new policies covering security over the past year to include the timely reporting of
security incidents. An additional 35 are in various stages of concurrence and will be forthcoming soon.

# Instituted numerous cyber-security enhancements addressing issues such as warning banners, password
generation, protection and use, control of access to DOE automated information systems by foreign
nationals.

# Mounted an aggressive and comprehensive security education and awareness campaign to remind esch

and every individud of their security obligations. These obligations were further reinforced through a
series of complex-wide security stand-downs.

# Greetly improved operationsin numerous areas ranging from the way we train our security personnd to
the way we vdidate our field Ste security plans.
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# In FY 2001, funding for field non-federa employees security investigations, excluding those from the
Office of Nava Reactors, will be directly funded in the Security Investigations budget rather than from
the program office budgets, for the first time snce FY 1998.

# Implemented regiond infrastructure assurance activities to assist energy industry and state and loca
government to prepare for and respond to disruptions.

# A new decison unit has been created to provide funding for the Corporate Management Information
Program (CMIP). CMIP isthe Department’s corporate investment initiative to replace outdated
corporate information systems. CMIP provides a managed, disciplined, and cost-effective way to
modernize DOE corporate business systems in a coordinated manner which uses new and emerging
technologies and practices under the direction of the Department’s Chief Information Officer. This
funding has been trandferred to SO in FY 2002 and was previoudy funded in the Departmenta
Adminigration account.

# Program Direction now supports the desktop information technology requirements provided through
the Chief Information Officer for Loca AreaNetwork connectivity, e-mail services, hardware and
software acquisitions, and networking upgrades. This funding has been transferred to SO in FY 2002
and was previoudy funded in the Departmental Administration account.

# The Office of Emergency Operations and its associated Program Direction within the Other Defense
Activities gppropriation has recently been transferred. Crosswalk tables of dl funding for FY 2002 as
well as comparable funding amounts for FY 2000 and FY 2001 are included in the comparability
matrices a the end of this Executive Summary.

! The HAZMAT Spill Test Facility at the Nevada Test Site has been transferred from
Emergency Management in the Other Defense Activities gppropriation to the Nonproliferation
and Verification Research and Development decision unit in the Defense Nuclear
Nonproliferation gppropriation for the National Nuclear Security Administration (NNSA).

The Program Direction associated with the HAZMAT Spill Test Facility has been transferred
from SO Program Direction in the Other Defense Activities gppropriation to the Program
Direction decision unit in the Defense Nuclear Nonproliferation gppropriation for the Nationa
Nuclear Security Adminigtration (NNSA).

The Program Direction associated with the energy emergencies responsibilities of Emergency
Management have been transferred to the Office of Critical Infrastructure Protection and
remain in the SO Program Direction budget.

The remainder of Emergency Operations, including al Emergency Response assets as well as
Emergency Management have been transferred to the Readiness in Technical Base and
Facilities decison unit under the Weapons Incident Response program in the Wegpons
Activities appropriation for the National Nuclear Security Adminigiration.
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1 The remainder of Program Direction associated with Emergency Operations has been
transferred to the Program Direction decision unit in the Wegpons Activities appropriation for
the Nationd Nuclear Security Administration.

Major Issues

#

The Office of Security and Emergency Operations (SO) plansto operate a a program level significantly
above FY 2001 new budget authority using FY 2000 unobligated balances carried over in to thisfiscal
year. While these carryover baances avoid mgor shortfalsin FY 2001, the potentia exists for
shortfdlsin future years as security requirements are implemented. Although new budget authority for
Security Investigations and, to alesser extent, Nuclear Safeguards and Security appear to be
ggnificantly increasing in FY 2002; the program levels being executed in FY 2001 are higher. Also,
after new requirementsin FY 2002 for desktop information technology and work for others are
removed, the Program Direction budget supports alower program level than in FY 2001.

SO has responghility for developing the policies that govern the protection of nationa security and
other assets entrusted to the DOE and direct respongbility for the security and information operations
for the DOE Headquarters complex. Based on Congressona actionin FY 2001, aswell asthe
Department’ s revised security mission, SO has the respongbility to ensure that safeguards and security
(S&9) policies are adequately supported by program offices. Accordingly, SO hasaleading rolein the
Corporate Budget Reviews chaired by the Deputy Secretary in which the Department’s S& S policy
and resource recommendations are reviewed and initid budget decisons are made. In this capacity,
SO isakey paticipant in S& S budget formulation, by coordinating with al programs to determine the
aufficiency of resources and asssting in preparing adequate justifications for gpproved palicies.
Implementation of policy and execution of S& S budgets for DOE field activities is the responsibility of
the Principa Secretarid Officers who are the line managers of the Department’ s program Sites.
However, SO doesretain arole in reviewing and conferring with the program offices to ensure that
stated S& S objectives are achieved. Assuch, SO is aso responsible for approving necessary S& S
funding adjustments and coordinating related budget amendments or reprogramming actions.

Frals, P

f‘ﬁ:ph &, Muhaley, Acting Direcior DCrate

Office of Security and Emergency Operatlons
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Security and Emergency Oper ations Decision Unit Summary

(dollars in thousands)

FY 2000 FY 2001 FY 2002 $ Change | % Change

Other Defense Activities
Nuclear Safeguards and Security

S&S Operational Support/Technology Dev. 59,083 63,133 67,133 4,000 6.3%
Cyber Security . .................. 17,318 30,243 30,243 0 0.0%
Critical Infrastructure Protection ....... 2,100 2,994 2,994 0 0.0%
Classification/Declassification . . . ... ... 17,067 20,818 20,818 0 0.0%
Subtotal, Nuclear Safeguards and Security . 95,568 117,188 121,188 4,000 3.4%
Security Investigations .. .............. 37,577 32,927 44,927 12,000 36.4%
Corporate Management Information Program 0 0 20,000 20,000 100.0%
Program Direction . .................. 82,919 80,422 83,135 2,713 3.4%
Subtotal, Other Defense Activities . .. ... .. 216,064 230,537 269,250 38,713 16.8%
Comparability for S&S general reduction . . -878 0 0 0 0.0%
Security charge against reimbursable work 0 0 =712 =712 n/a
Offset to user organizations . .......... -4,913 0 0 0 0.0%
Total, Other Defense Activities . ......... 210,273 230,537 268,538 38,001 16.5%
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Security and Emergency Operations Site Funding Estimates

(dollars in thousands)

FY 2000 FY 2001 FY 2002 $ Change | % Change

Other Defense Activities

Albuquerque Operations Office . ......... 35,848 40,059 47,023 6,964 17.4%
Chicago Operations Office . ............ 7,699 8,026 8,916 890 11.1%
Idaho Operations Office ............... 1,682 2,377 1,974 -403 -17.0%
Nevada Operations Office . . . ........... 2,273 2,346 3,577 1,231 52.5%
Oak Ridge Operations Office . .......... 8,633 7,852 7,497 -355 -4.5%
Oakland Operations Office ............. 15,856 16,915 22,935 6,020 35.6%
Ohio Field Office .. .................. 100 140 100 -40 -28.6%
Pittsburgh Naval Reactors Office . . . ... ... 1,795 0 0 0 0.0%
Richland Operations Office . . .. ......... 6,492 7,092 5,427 -1,665 -23.5%
Rocky Flats Area Office . . ............. 0 140 0 -140 -100.0%
Savannah River Operations Office ... .. ... 4,222 5,824 6,152 328 5.6%
Schenectady Naval Reactors Office. ... ... 660 0 0 0 0.0%
Washington Headquarters .. ........... 130,804 139,766 165,649 25,883 18.5%
Subtotal, Other Defense Activities . .. ... .. 216,064 230,537 269,250 38,713 16.8%

Comparability for S&S general reduction . . -878 0 0 0 0.0%

Security charge against reimbursable work 0 0 =712 -712 n/a

Offset to user organizations . .......... -4,913 0 0 0 0.0%
Total, Other Defense Activities .. ........ 210,273 230,537 268,538 38,001 16.5%

Federal Staffing Estimates

(whole FTES)

Other Defense Activities | Fy2000 | Fy2001 | Fv2002
Chicago Operations Office FTES . . .. .............. 56 58 58
Headquarters FTES .. ........... .. .. ... 278 329 329
Total, Full Time Equivalents . . .. ................. 334 387 387
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Department of Energy
FY 2002 Congressional Budget Request

Emergency Operations
(dollars in thousands)

FY 2000 Compar ability Matrix

New Structure

Other Defense Activities Defense Nuclear Nonproliferation Weapons Activities
Nuclear S& S Nonprolif.&Verif. R& D  Program Direction RTBF Program Direction Totals
Old Structure
Other Defense Activities
Emergency Management
Operations - - - 13,282 - 13,282
HAZMAT facility - 1,500 - - - 1,500
Comm. Center/Special Facility 1,143 - - - - 1,143
1,143 1,500 - 13,282 - 15,925
Emergency Response
Assets other than NEST/ARG - - - - - -
Program Direction - - 111 - 6,860 6,971
- - 111 - 6,860 6,971
Weapons Activities
Emergency Response
NEST/ARG - - - 57,049 - 57,049
Assets other than NEST/ARG - - - 14,691 - 14,691
- - - 71,740 - 71,740
Program Direction 2,192 2,192
Totals 1,143 1,500 111 85,022 9,052 96,828




Department of Energy
FY 2002 Congressional Budget Request

Emergency Operations
(dollars in thousands)

FY 2001 Compar ability Matrix

New Structure

Other Defense Activities Defense Nuclear Nonproliferation Weapons Activities
Nuclear S& S Nonprolif.&Verif. R& D  Program Direction RTBF Program Direction Totals
Old Structure
Other Defense Activities
Emergency Management
Operations - - - 11,576 - 11,576
HAZMAT facility - 1,500 - - - 1,500
Comm. Center/Special Facility 1,143 - - - - 1,143
1,143 1,500 - 11,576 - 14,219
Emergency Response
Assets other than NEST/ARG - - - 19,183 - 19,183
- - - 19,183 - 19,183
Program Direction - - 111 - 12,230 12,341
- - 111 - 12,230 12,341
Weapons Activities
Emergency Response
NEST/ARG - - - 55,039 - 55,039
Assets other than NEST/ARG - - - - - -
- - - 55,039 - 55,039
Program Direction - - - - - -
Totals 1,143 1,500 111 85,798 12,230 100,782




Department of Energy
FY 2002 Congressional Budget Request

Emergency Operations
(dollars in thousands)

FY 2002 Compar ability Matrix

New Structure

Other Defense Activities Defense Nuclear Nonproliferation Weapons Activities
Nuclear S& S Nonprolif.&Verif. R& D  Program Direction RTBF Program Direction Totals
Old Structure
Other Defense Activities
Emergency Management
Operations - - - 12,952 - 12,952
HAZMAT facility - 1,500 - - - 1,500
Comm. Center/Special Facility 1,143 - - - - 1,143
1,143 1,500 - 12,952 - 15,595
Emergency Response
Assets other than NEST/ARG - - - 20,903 - 20,903
- - - 20,903 - 20,903
Program Direction - - 111 - 12,230 12,341
- - 111 - 12,230 12,341
Weapons Activities
Emergency Response
NEST/ARG - - - 55,270 - 55,270
Assets other than NEST/ARG - - - - - -
- - - 55,270 - 55,270
Program Direction - - - - - -
Totals 1,143 1,500 111 89,125 12,230 104,109




Nuclear Safeguardsand Security
Program Mission

The Nuclear Safeguards and Security Program provides effective policy, programmatic direction and training
for the protection of the Department of Energy's (DOE) nuclear wegpons, nuclear materids, classfied
information, and facilities. The program provides technology development and technical support to domestic
safeguards and security activities as well asimplementation of effective classfied information and information
control policies, accounting and control of nuclear materid in the U.S. Government, and the devel opment of
policy for and protection of cyber assets. The program will help ensure protection of the energy infrastructure
againg both physica and cyber attacks. This program supports the Nationa Nuclear Security objective in the
Department’ s September 2000 Strategic Plan which ensures that the Department’ s nuclear weapons, materials,
facilities, and information assets are secure through effective safeguards and security policy, implementation, and
oversight.

Program Goal

Prevent the theft, loss, or unauthorized use of nuclear wegpons, nuclear weapon components, specia nuclear
meaterias as well as classfied and unclassified information and assets. Reduce DOE site vulnerability and risk
and nationd energy emergency vulnerabilities.

Program Objectives

# Develop and implement cost-effective plans, policies, and technica solutions required to protect the
Department’ s critica assets; which include nuclear wegpons in DOE custody, nuclear wegpons
components, specid nuclear materids, classfied information and DOE facilities againgt a spectrum of
threats, including terrorigt activity, sabotage, espionage, theft, diverson, loss or unauthorized use.

# Maintain inventory control of plutonium (Pu) and Highly Enriched Uranium (HEU).

# Effectivdy maintain information on vists and assgnments by foreign nationas to DOE Federd and
contractor Sites.

# Audit documents declassified by DOE and other agencies to ensure that nuclear weapon design information
is not inadvertently released, and review DOE information to classify that which warrants protection in the
interest of national security and declassify that which does not warrant such protection.

# Continuoudy oversee and measure the effectiveness of on-going S& S programs and their ability to prevent
unacceptabl e threats from occurring.
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Provide domestic technology and systems devel opment to ensure the availability of Sate-of-the-art
technical cgpabilities for accountability and control of nuclear materia; storage of specid nuclear materids,
protection of sengtive DOE facilities and nationa security interests, including classified métter.

Protect DOE nuclear facilities, employees and the environment by providing a counterterrorist cgpability to
detect and assess adversarial use of nuclear, chemica, or biologica weapons of mass destruction.

Develop and implement a comprehensive cyber security program that implements risk-based policies;
provides comprehensive cyber security education, avareness, and training; implements capabilities at all
gtesfor cyber incident response, basdline architecture, cyber intrusion detection and reporting, and public
key architecture; and provides tools to eliminate cyber security vulnerabilities.

Maintain personnel security program to meet the Department’ s requirements for cleared personnd who
require access authorizations for Redtricted Data, Nationa Security Information, or specia nuclear
materias.

Work with energy infrastructure stakeholders to design and deve op technica methodologies to enhance the
protection of critical infrastructure assets.

Reduce DOE facilities vulnerability to chemica and biologica threats through sensor and protective
equipment evauations.

Conduct education and training programs that will ensure up-to-date training of protective force personne
and technicd S& S gaff.

Significant Accomplishments and Program Shifts

H

In FY 2000, funding for the Nuclear Safeguards and Security program was appropriated in the
Nonproliferation and Nationa Security budget. As aresult of the DOE-wide security reform announced on
May 11, 1999, the Nuclear Safeguards and Security program was transferred to the Office of Security and
Emergency Operations. Beginning with FY 2001, funding for this program will be budgeted for in the Office
of Security and Emergency Operations budget request.

The Nuclear Materids Management and Safeguards System (NMMSS) was transferred from the Office of
Arms Control and Nonproliferation to the Office of Security Affairs. In FY 2000, this program was
appropriated in the Arms Control budget. However, for comparability purposes, FY 2000 funding for this
activity isreflected in this budget request.

FY 2000 marked the firgt full year of operations for the re-established Unclassified Foreign Visits &

Assignments Program; in June 2000, the Foreign Access Central Tracking System (FACTS), aweb based
system with automated routing, on line documentation, and transparent audit capability, went operationd to
support the vetting and gpprova policies for foreign nationd visitors and assignees issued by the Secretary
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on July 14, 1999. Goinginto FY 2001, program staff initiated training, developed program policy,
managed the Congressiona moratorium on loca gpprovas for foreign nationa's from sengtive countries to
vigt or be assgned to the weapons labs (dl such gpprovas were done persondly by the Secretary during
the moratorium), accepted policy and program responsbility for Classified Foreign Vists, Unofficid
Foreign Travel, initiated a partnership with the Office of the Chief Financid Officer to support
implementation of Officid Foreign Travel, and initiated contact and consultation liaison with other Federa
agencies managing Smilar respongbilities for foreign vistor/assgnee programs

# The devedopment of advanced safeguards and security technologies have resulted in millions of dollarsin
savings and cost avoidance for the Department. The following are some examples of technologiesthat are
planned to be implemented around the DOE complex: a security sensor and biometric darm multiplexing
and communications system which alows DOE gtes to transmit large numbers of darms between sensors
and command centers; Sgnificant improvementsin the sandard DOE vulnerability assessment tool
(ASSESS) to incorporate severa new capabilities as requested by DOE ste vulnerability assessment
teams, security system design manuals, the multi-platform trusted copy product to provide an authorized
method to transfer unclassified text files from classfied to unclassified IBM compatible persona computers,
spent fuel measurement systems to two Stes enabling them to safely measure and account for foreign and
domestic specid nuclear materids previoudy unmeasurable in the fuel; smdl nuclear detectors and
multichannd anayzers to enable DOE facilities to measure and account for sgnificant “hold up” quantities of
nuclear materiasin miles of piping; software enhancements to enable fielded nuclear materids accountability
systems to measure previoudy unmeasurable isotopes of uranium, plutonium, neptunium and americium;
multi-site operationd eva uations and assessments of advanced chemical detection and personnd protection
technologies to ensure DOE Sites are effectively addressing the threat of terrorists using toxic industria
chemicas and chemica warfare agents during attacks; advanced friend/foe identification sysemsto
minimize the potentia for fratricide in close combat operations at DOE facilities, and severd enhancements
for DOE protective forces to include lightweight body armor to improve mohbility, cooled vests to reduce
heat dress, and night vison gear optimized for usein DOE criticd facilities.

# The Safeguards and Security program has been and will continue to be the key deterrent in preventing
magor incidents (i.e., theft, sabotage, terrorist activity, etc.) across the complex at 16 domestic weapons
gtes.

# Enhanced training technology applications and applied a broader range of technologies to Departmental
training, i.e.,, expanded use of interactive televison, mobile training team, and televideo conferences to
provide requigte training for alarger number of students without funding increases.

# The Classfication/Declassfication program has played akey role in protecting our nationa security posture
by identifying which information warrants protection in the interest of the nation’s security, while a the same
time providing public access to information which does not warrant protection. The program continues to
implement PL. 105-261, section 3161, discovering sengitive nuclear wegpon design information
(Redtricted Data) embedded in other-agency records dated for declassification and release. The
discoveries of Redtricted Data, which are detailed informal reports to Congress, serve to protect such
critica information from inadvertent release. The nation’'s security is preserved and the public strust is
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being rebuilt through implementation of this program. In FY 2000, funding for support service contracts
supporting this program was provided in the Program Direction budget. Beginning in FY 2001, funding for
this activity was budgeted in the Nuclear Safeguards and Security budget. However, for comparability
purposes, FY 2000 funding for this activity is reflected in this budget’ s request.

# The DOE Information Security program continues support in analyzing and deterring mgor incidents
involving the compromise of classfied information. This includes expanson of informeation assurance
forendcs andysis capabilities to support investigations and prosecutions of unauthorized disclosures of
classfied information, expanson of the Technical Survelllance Countermeasures program, and providing
input into the information security technology development program to develop new technology in response
to growing concerns over unauthorized disclosures of classfied information.

# The Cyber Security Office, within the Office of the Chief Information Officer, has developed and issued
risk management based policies for the protection of both classified and unclassified information.
Additiondly, an expanded cyber security training effort was initiated, the incident response capability
(Computer Incident Advisory Capability) was enhanced, and work was initiated on a Public Key
Infrastructure strategy and the development of core cyber security architecture methodology and
requirements.

# InFY 2001, the Communication Center and Specid Facility were transferred from the Office of
Emergency Management to the Office of the Chief Information Officer. In FY 2000 and FY 2001, this
program was gppropriated in the Emergency Management budget. However, for comparability purposes,
FY 2000 and FY 2001 funding for this program is reflected in this budget’ s request.

# The Office of Criticd Infrastructure Protection directs DOE’ s responsibilities under Presidentid Decison
Directive 63 to work with industry to develop and implement a plan to protect againgt, mitigate, respond to,
and recover from attacks that would sgnificantly disrupt the nation’s energy infrastructure. The Office of
Critica Infrastructure Protection is part of a Presidential crosscut coordinated by the Office of Science and
Technology Policy.
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Nuclear Safeguards and Security

Operational Support . ..............
Technology and Systems Development . .
Classification/Declassification

Cyber Security

Critical Infrastructure Protection

Subtotal, Nuclear Safeguards and Security
Less S&S General Reduction

Total, Nuclear Safeguards and Security

Funding

Profile

(dollars in thousands)

FY 2000 FY 2001 FY 2001

Comparable Original FY 2001 Comparable | FY 2002

Appropriation |Appropriation | Adjustments |Appropriation | Request
31,638 37,359 -196 37,163 41,163
27,445 25,970 25,970 25,970
17,0672 20,884 +66 20,818 20,818
17,318° 30,339 -96 30,243 30,243
2,100 3,000 -6 2,994 2,994
95,568 117,552 -364° 117,188 121,188

-878
94,690 117,562 -364 117,188 121,188

@Reflects an increase of $400,000 from Reprogramming 99-R-20 for compliance with the FY 1999
Defense Authorization Act regarding inadvertent release of Restricted Data records during the automatic
declassification of records under Executive Order 12958.

bReflects funding increase of $8,000,000 received from an FY 2000 Supplemental request.

¢ Reflects funding decrease of $109,000 resulting from the allocation of a general reduction to Other
Defense Activities and a decrease of $255,000 resulting from the FY 2001 Omnibus rescission.
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Funding by Site
(dollars in thousands)
| FY 2000 | FY 2001 |FY 2002 |$ Change |% Change

Albuguerque Operations Office

Los Alamos National Laboratory . ................ 6,688 5,272 6,658 +1,386 +26.3%

Sandia National Laboratories . .................. 9,718 10,325 10,714 +389 +3.8%

PanteX . ..o 20 215 270 +55 +25.6%

Albuquerque Operations Office . ................. 8,784 11,735 9,889 -1,846 -15.7%
Subtotal, Albuquerque Operations Office . .. .......... 25,210 27,547 27,531 -16 -0.1%
Ohio Field Office .. ....... ... ... 100 140 100 -40 -28.6%
Chicago Operations Office

Argonne National Laboratory . .. ................. 1,310 1,497 1,334 -163 -10.9%
Subtotal, Chicago Operations Office . ............... 1,310 1,497 1,334 -163 -10.9%
Idaho Operations Office . ........................ 1,187 1,687 1,187 -500 -29.6%
Nevada Operations Office . .. ..................... 1,216 1,428 1,478 +50 +3.5%
Oak Ridge Operations Office

Oak Ridge Operations Office ................... 3,435 2,441 2,212 -229 -9.4%

Oak Ridge National Laboratory .. ............... 178 0 -178  -100.0%

Oak Ridge Institute for Science and Education . . ... .. 500 500 500 0 0.0%
Subtotal, Oak Ridge Operations Office .............. 3,935 3,119 2,712 -407 -13.0%
Richland Operations Office . . .. ................... 5,167 4,967 4,072 -895 -18.0%
Rocky Flats Area Office .. ...................... 0 140 0 -140  -100.0%
Oakland Operations Office

Oakland Operations Office . .................... 2,500 2,500 3,900 +1,179 +43.3%

Lawrence Livermore Laboratory . . ................ 11,176 11,247 14,192 +3,166 +28.7%
Subtotal, Oakland Operations Office ................ 13,676 13,747 18,092 +4,345 +31.6%
Savannah River 