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NON-FUNCTIONAL REQUIREMENTS for STRIPES

1. Purpose and Objectives

1.1. The Non-Functional Requirements for a business system address those aspects of the system that, whilst not directly affecting the functionality of the system as seen by the users, can have a profound effect on how that business system is accepted by both the users and the people responsible for supporting that system.
1.2. The Non-Functional aspects of a business system cover a broad range of themes.  The DOE’s Office of the Chief Information Officer (OCIO) identifies several categories of non-functional requirements in the DOE G 200.1-1 Software Engineering Methodology (SEM).  These eight categories are used as a framework for the requirements identified in this document, which are listed here: 

· Performance
· User Interface
· System Interface
· Communication
· Computer Security and Access
· Backup and Recovery
· Data
· Implementation
1.3. The requirements of the system to be delivered must be understood in each of these areas. All these requirements are presented in a way that facilitates the design and development of the operational model, that is, the computers, networks, and other platforms on which the application will execute and by which it is managed.  They also feed into the design of technical and application components.  For example, service level requirements may imply component performance requirements.
1.4. This file represents a thorough and measured process that transformed procurement system criteria, provided by the entire DOE/NNSA community, into the final set of requirements (mandatory criteria) against which potential software vendors will be evaluated.  This same process also facilitated identification of ‘Value-Adds’ (nice-to-have items) and ‘Discards’ (items removed from further consideration at this time).  For further details on this process, refer to ARC309 STRIPES Requirements Inputs Prioritization Policies, Process, and Procedures.

1.5. This document provides the set of Requirements (Section 2) and Value-Adds (Section 3) that will become a baseline at the end of the Requirements Phase, thereby providing a fixed set of specifications against which performance may be measured.  Together with the Functional Requirements, they define the baseline against which the business system must be designed. 
1.6. The result of this process is an approved Requirements Baseline specification that becomes the initial baseline for software product selection and a reference for determining whether the completed software product performs as the system owner requested and expected.

2. Requirements

Performance Requirements (SEM Ch. 4, Section 3)

Performance requirements define how the software product must function (e.g., hours of operation, response times, and throughput under detailed load conditions).

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF301
	The system shall be available on a 24x7 basis, except for scheduled “down” times.
	NA
	

	NF302
	The system shall support internal and external response times that are consistent with those of similar web-based business systems.
	NA
	

	NF303
	The system shall maintain usability across a disparate network (LAN, WAN, Internet) environment.
	NA
	


User Interface Requirements (SEM Ch. 4, Section 4)

The user interface requirements should describe how the user will access and interact with the software product, and how information will flow between the user and the software product.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF401
	The system shall provide a web-based user interface for all functionality.
	NA
	

	NF402
	The system shall possess client operating system independence.
	NA
	

	NF403
	The user interface shall function in a Windows XP client operating system.
	NA
	

	NF404
	The user interface shall function in a Windows 2000 client operating system.
	NA
	

	NF405
	The user interface shall function in a Windows 98 SE client operating system.
	NA
	

	NF406
	The user interface shall function in a Mac OS client operating system.
	NA
	

	NF407
	The user interface shall function in a Linux client operating system.
	NA
	

	NF408
	The system will allow external users to access the system from the Internet.
	NA
	

	NF409
	The DOE internal user interface shall function while using a Cisco Virtual Private Network (VPN) client.
	NA
	

	NF410
	The DOE internal user interface shall function in a Citrix MetaFrame environment.
	NA
	

	NF411
	The system shall provide the ability to get a new record from a list by scrolling or by typing in only the initial letters of an entry.
	NA
	

	NF412
	The system shall provide users with completion notifications when running reports or processing information.
	NA
	

	NF413
	The system will pre-fill certain fields on forms that already have related records contained in the system.
	NA
	

	NF414
	The system will allow users to re-use contract data for new actions.
	ALL
	

	NF415
	The system will provide context-sensitive help.
	NA
	

	NF416
	The system will provide processing messages to users to indicate the status of an action.
	NA
	

	NF417
	The system will employ error-handling routines with messages that report errors to users.
	NA
	

	NF418
	The system will support end-users with disabilities according to the 36 CFR Part 1194, Electronic and Information Technology Accessibility Standards and Section 508 of the Rehabilitation Act.
	NA
	

	NF419
	The package shall provide integrated tools for on-line documentation and tracking of the configuration parameter settings.
	NA
	

	NF420
	The system will allow users to manage all preferences in the system, such as those codes, people, and offices relevant to a particular site office or contracting activity.
	NA
	

	NF421
	The system shall provide the ability to post visible links to the DOE privacy notice on all web pages functioning as major access points (OMB Memorandum - Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002).  This ability should not be provided through programming or custom development, but through a configuration parameter (flag, etc.).
	NA
	

	NF422
	The system shall provide the ability to post visible links to the DOE privacy notice at all web pages functioning as data collection points where personal information is collected (OMB Memorandum - Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002).  This ability should not be provided through programming or custom development, but through a configuration parameter (flag, etc.).
	NA
	

	NF423
	The software shall operate correctly in the Microsoft Internet Explorer web browsing software.
	NA
	

	NF424
	The software should operate correctly in the Netscape Navigator web browsing software.
	NA
	


System Interface Requirements (SEM Ch. 4, Section 5)

The hardware and software interface requirements must specify hardware and software interfaces required to support the development, operation, and maintenance of the software product.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF501
	The system shall communicate with Internal Key Business Systems that use Lightweight Directory Access Protocol (LDAP).
	NA
	

	NF502
	The system shall interface with Internal and External Key Business Systems that use eXtensible Markup Language (XML).
	NA
	

	NF503
	The system shall interface with Internal Key Business Systems that use Open DataBase Connectivity (ODBC).
	NA
	

	NF504
	The system shall interface with Internal Key Business Systems that use Oracle Federal Financials.
	NA
	

	NF505
	The system shall interface with Internal Key Business Systems that use Oracle Portal software.
	NA
	

	NF506
	The system shall communicate with External Business Systems using Web Services, including SOAP 1.1 with attachments.
	NA
	

	NF507
	The system shall communicate with External Business Systems using HyperText Transmission Protocol, Secure (HTTPS).
	NA
	

	NF508
	The system shall be capable of sending an e-mail message containing XML tags with data from the system based on a triggered event (i.e. competitive Solicitations issued by the Department must also be posted at FedBizOpps using an XML-formatted e-mail).
	NA
	


Communication Requirements (SEM Ch. 4, Section 6)

The communication requirements define connectivity and access requirements within and between user locations and between other groups and applications.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF601
	The system shall provide transmission encryption that is certified by the National Institute of Standards & Technology (NIST).
	NA
	

	NF602
	The system shall provide transmission encryption that is compliant with Federal Information Processing Standards (FIPS) 140-2.
	
	

	NF603
	The system will operate in a network environment with variable bandwidth availability.
	NA
	

	NF604
	The system will encrypt all information during transmission.
	NA
	

	NF605
	The system shall be compatible with Public Key Infrastructure (PKI) with American National Standards Institute (ANSI) X.509 v3 standards.
	NA
	

	NF606
	The system shall be compatible with NIST Special Publication 800-25.
	
	

	NF607
	The system shall be compatible with the U.S. National Archives & Records Administration’s (NARA) Guidance for Agencies implementing Electronic Signature Technologies.
	
	

	NF608
	The system shall support public Internet access via the secure-screened subnet, a.k.a. the Demilitarized Zone (DMZ).
	NA
	

	NF609
	The system shall support internal DOE access via DOE-NET wide-area network.
	NA
	

	NF610
	The system must contain documentation on all ports utilized for user and system interfaces.
	NA
	

	NF611
	The system architecture must account for 500 file uploads and downloads per hour, averaging 15 MB per file, during peak periods.
	NA
	

	NF612
	The software shall support native calls to the supported database software.
	NA
	

	NF613
	The software shall not depend on streaming video.
	NA
	

	NF614
	The software shall not depend on*.lnk files.
	NA
	

	NF615
	The software shall not depend on instant messaging (any format).
	NA
	

	NF616
	The software shall not depend on Telnet & FTP software.
	NA
	


Computer Security and Access Requirements (SEM Ch. 4, Section 7)

Implement applicable security procedures to assure data integrity and protection from unauthorized disclosure, particularly during development efforts.
	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF701
	The system must assign each user a unique user ID and password.
	NA
	

	NF702
	The system must ensure that the password is different from the user ID.
	NA
	

	NF703
	The system must ensure that passwords are at least eight alphanumeric characters.
	NA
	

	NF704
	The system must encrypt stored passwords so that they are not readable.
	NA
	

	NF705
	The system must ensure that passwords expire after a specified period of time.
	NA
	

	NF706
	The system must ensure that user accounts are disabled after X (configurable) days of inactivity.
	NA
	

	NF707
	The system must enforce password generations.
	NA
	

	NF708
	The system must force users to change system-generated passwords on next login attempt.
	NA
	

	NF709
	The system must lock a user ID after a specified number of invalid logon attempts.
	NA
	

	NF710
	The system must allow invalid login lockouts to be reset by administrator or after specified period of time (e.g., 30 minutes).
	NA
	

	NF711
	The system must ensure that forgotten passwords can be reset, but not recovered.
	NA
	

	NF712
	The system must have the capability to lock or delete any default guest or administrator accounts and allow password changes on these accounts.
	NA
	

	NF713
	The system must have the capability to lock the application after a configurable period of non-use.
	NA
	

	NF714
	The system must restrict users to X (configurable) number of concurrent login sessions.
	NA
	

	NF715
	The system must support incorporation of anti-virus software.
	NA
	

	NF716
	The system must support intrusion detection mechanisms.
	NA
	

	NF717
	The system must support change/configuration management procedures & controls.
	NA
	

	NF718
	The system must support periodic system audits through system access and error logs.
	NA
	

	NF719
	System must provide different levels of access to users based on their role and need-to-know.
	NA
	

	NF720
	The system must allow authorized personnel to add, change, or delete records.
	NA
	

	NF721
	The system must allow authorized users to query the audit log by various search criteria.
	NA
	

	NF722
	The system shall be capable of authenticating users from different trusted sources (i.e. both from internal DOE and from external vendors and grantees).
	NA
	

	NF723
	The system shall provide the System Administrator and designees the ability to add, edit, and delete users from the system.
	NA
	

	NF724
	The system must be able to reference LDAP-compliant Directory servers, including MS Active Directory and Oracle Directory Server.
	NA
	

	NF725
	The system must support separation of duties between system administrators and auditors.
	NA
	


Backup and Recovery Requirements (SEM Ch. 4, Section 8)

Develop the requirements for data backup, recovery, and operation startup for the software product in conjunction with the site authority for continuity of operations.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF801
	The system shall prevent damage of system data from such events as operator errors, simultaneous changes, and system failures.
	NA
	

	NF802
	The system shall provide the capability to automatically back out all incomplete transactions.
	NA
	

	NF803
	The system shall provide the capability to restore the system to its last consistent state.
	NA
	

	NF804
	The system shall support an architecture that will allow for the site authority for continuity of operations to restore operations in the event of a partial or total disaster within two (2) business days.
	NA
	

	NF805
	The system shall be compatible with the Tivoli Storage Manager (TSM) backup and recovery system.
	NA
	


Data Requirements (SEM Ch. 4, Section 9)

Data requirements identify the data elements and logical data groupings that will be stored and processed by the software product.
	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF901
	The system will maintain data in a relational format to eliminate duplicate input and storage of information.
	NA
	

	NF902
	The system will use a common, integrated fully attributed data dictionary that allows for the documentation of the specific use of fields and values.
	NA
	

	NF903
	The system shall support a flexible set of transaction codes that can be expanded without reprogramming or custom coding.
	NA
	

	NF904
	The system shall protect data against unauthorized disclosure of information that is subject to the Privacy Act of 1974 (i.e. an individual Social Security Number).
	NA
	

	NF905
	The system shall protect data against unauthorized disclosure of information that is categorized as business sensitive, unclassified records (i.e. procurement actions that are directed to a limited group of suppliers).
	NA
	

	NF906
	The system shall provide a mechanism for storing, retrieving, and managing electronic copies of contract documents.
	NA
	

	NF907
	The system shall provide a mechanism that builds a searchable full-text index of all data, records, and file attachments stored in the system.
	NA
	

	NF908
	The system shall provide a mechanism that allows authorized users to produce ad-hoc queries and reports.
	NA
	


Implementation Requirements (SEM Ch. 4, Section 10)

Describe the requirements anticipated for implementing the software product.
	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF1001
	The system shall support one or more of the following server operating systems:

· IBM AIX (preferred)

· Sun Solaris
· Microsoft Windows 2003
	NA
	

	NF1002
	The system shall support Data Conversion from the Oracle database platform.
	NA
	

	NF1003
	The system shall support Data Conversion from the Microsoft SQL Server database platform.
	NA
	

	NF1004
	The system shall support Data Conversion from the Lotus Notes / Domino database platform.
	NA
	

	NF1005
	The system shall support Data Conversion from the Comprizon.Buy platform.
	NA
	

	NF1006
	The system shall support conversion of paper-based data.
	NA
	

	NF1007
	The software vendor shall provide Installation, Administration, and End-User Documentation.
	NA
	

	NF1008
	The software vendor shall offer live Help Desk support for functional and technical issues during normal business hours (Monday through Friday 7am to 7pm Eastern Time, excluding Federal Holidays).
	NA
	


3. Value-Adds

User Interface Value-Adds (SEM Ch. 4, Section 4)

The user interface value-adds should describe how the user will access and interact with the software product, and how information will flow between the user and the software product.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award
CLOSE = Closeout
ALL = All Functions

NA = Not Applicable
	Remarks

	NF425
	The system will provide button “tool tips” which indicate the purpose of the button.
	NA
	

	NF426
	The system should provide the ability to post notices alerting users to changes in the system.  This ability should not be provided through programming or custom development, but through a configuration parameter (flag, etc.)
	NA
	

	NF427
	The user interface should require minimal training for advanced users (measured in hours, not weeks & months)
	NA
	

	NF428
	The user interface should require minimal training for occasional users (measured in minutes, not hours)
	NA
	

	NF429
	The system should provide consistency in commands between its web pages / forms and those of integrated systems.
	NA
	

	NF430
	The system should provide consistency in dialog windows between its web pages / forms and those of integrated systems.
	NA
	

	NF431
	The system should provide consistency in data structures between its web pages / forms and those of integrated systems.
	NA
	

	NF432
	The system should provide consistency in information presentation between its web pages / forms and those of integrated systems.
	NA
	

	NF433
	The software should support Hyper-Text Markup Language (HTML) version 4.0 in the user interface.
	NA
	

	NF434
	The software should support JavaScript embedded in the user interface.
	NA
	

	NF435
	The system should allow users to save incomplete records in a draft format, rather than forcing submissions to be completed in one sitting.
	NA
	


System Interface Value-Adds (SEM Ch. 4, Section 5)

The hardware and software interface value-adds must specify hardware and software interfaces required to support the development, operation, and maintenance of the software product.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award

CLOSE = Closeout

ALL = All Functions

NA = Not Applicable
	Remarks

	NF509
	The system shall interface with Internal and External Key Business Systems that use Secure File Transfer Protocol (S-FTP).
	NA
	

	NF510
	The system should be able to link to or to identify records management and records disposition information.
	NA
	

	NF511
	The system should support a system interface with custom Java/Oracle systems.
	NA
	

	NF512
	The COTS software should not depend on custom programming to enable system-to-system interfaces.
	NA
	

	NF513
	The software should support native “portlet” connectors for Oracle Portal software.
	NA
	

	NF514
	The software should support links to message queuing technology from Oracle 10g Application Server.
	NA
	

	NF515
	The software should support links to message queuing technology from IBM WebSphere version 5.
	NA
	


Communication Value-Adds (SEM Ch. 4, Section 6)

The communication value-adds define connectivity and access value-adds within and between user locations and between other groups and applications.

	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award

CLOSE = Closeout

ALL = All Functions

NA = Not Applicable
	Remarks

	NF617
	The software should support the Java Database Connectivity (JDBC) protocol.
	NA
	

	NF618
	The software should support the use of streaming video.
	NA
	


Computer Security and Access Value-Adds (SEM Ch. 4, Section 7)

Implement applicable security procedures to assure data integrity and protection from unauthorized disclosure, particularly during development efforts.
	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award

CLOSE = Closeout

ALL = All Functions

NA = Not Applicable
	Remarks

	NF726
	The software should be capable of utilizing Entrust certificates for digital signatures.
	NA
	

	NF727
	The system should be able to manage page caching in the user interface – page/field data should not be cached by the browser.
	NA
	

	NF728
	The system should be capable of maintaining and displaying (to authorized users) tables of inactive or disabled user accounts.
	NA
	


Implementation Value-Adds (SEM Ch. 4, Section 10)

Describe the value-adds anticipated for implementing the software product.
	ID Number

FA=Financial Assistance

ACQ=Acquisition

NF=Non-Functional
	Requirement Description
	Business Function(s)

PRE = Pre-Award

AW = Award

POST = Post-Award

CLOSE = Closeout

ALL = All Functions

NA = Not Applicable
	Remarks

	NF1009
	The system shall support the Oracle 10g database for relational database management.
	NA
	

	NF1010
	The system should use an architecture that allows changes to business logic and processes using configuration tools, not programming tools.
	NA
	

	NF1011
	The system should support integration with configuration management tools for managed software updates.
	NA
	

	NF1012
	The software vendor should offer, at pre-arranged cost, live Help Desk support for functional and technical issues on a 24-hour, 7 day-per-week basis (including Federal Holidays).
	NA
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